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JumpCloud Access Certification

JumpCloud Access Certification extends identity
governance beyond granting access. Run recurring
campaigns, assign reviews, automate remediation,
and preserve evidence in the same unified platform for
identity, access, devices, and agents. Make recurring

access reviews and audit preparation part of everyday IT

as your business changes.

Govern every identity.
Certify the right access.

See What Needs Review.

Create one-time or recurring campaigns to review SSO
application access or user group membership. Track
scheduled, active, and closed campaigns in one place
to see what is under review, who is responsible, and
what still needs action.

Put Decisions With the Right People.

Configure reviews for administrators, users’ managers,
resource owners, or user groups, with optional multi-
step requirements. Let non-admin reviewers use

the User Portal to make informed Keep, Revoke, or
Reassign decisions while IT retains oversight.

Close the Loop. Document the Outcome.

Apply configured remediation after a final Revoke
decision or an unanswered review and track
execution. Preserve decisions, justifications, access
snapshots, and outcomes in read-only records

and tamper-evident reports documenting your
organization’s attestations.

Access Certification

Strategic Use Cases

Compliance Reviews

Schedule recurring access reviews and document
your organization’s attestations to help support access
review aspects of SOC 2, ISO 27001, SOX, and similar
compliance programs.

Internal Audits

Respond to security and audit requests with scoped
reviews of application access or group membership.

Application Budget Reviews

Revalidate application access before budgeting and
renewal decisions, then remove permissions that no longer
serve a business need.

Offboarding and Organizational Changes

Review access after departures or role changes. Apply
configured remediation and use Access Certification
events to trigger additional follow-up actions through
JumpCloud Workflows.



Interested in learning more?

Contactyour JumpCloud Account Executive or Account Manager.

Key Features

- Campaign Lifecycle:
Run one-time or recurring certifications for SSO
application access or user group membership,
with Scheduled, Active, and Closed views.

- Users:
Let non-admin reviewers complete assigned
certifications in the User Portal, using identity,
application, or group context and bulk Keep,
Revoke, or Reassign actions.

- Remediation Configuration:
Configure Revoke and no-response actions, set
immediate or post-review timing, and track system
execution through completion.

Need Help Getting Started?

JumpCloud's Professional Services
Team is here to support you

along the way. Whether you need
implementation assistance or hands-on
engineering support, there'’s a service
package for you.

Learn more and find the right service
level for your business today.

Multi-Step Reviewer Chains:

Configure reviews for administrators, users’
managers, resource owners, or user groups, with
optional multi-step requirements, justification,
reassignment, and administrator override.

Notification Channels and Admin Queue:
Send email notifications and reminders, and
consolidate pending administrator review and
remediation tasks in the Admin Queue.

Audit Reports:

Download closed-campaign PDFs with optional
admin sign-off documenting your organization’s
attestations. Export and retain reports and event
logs to support audits. Directory Insights retains
events for 90 days.
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into an optimized advantage, ensuring the right people and agents have secure access to the right resources at all times.
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