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JumpCloud Patch Management enables you to easily create schedules and manage all your macOS, Windows, and Linux 
(Ubuntu) patches in a single console for greater visibility, automation, and reporting while strengthening your devices’ security 
posture and meeting your organizational compliance needs.

Gain Overall Visibility and Reduce  
Security Vulnerabilities 

One Console for All OS Patch Updates
Centralized management of all your Windows, Mac and Linux 
(Ubuntu) devices patch updates (within one cloud console) for 
easy and better management.

Better Visibility and Easy Tracking of all OS Updates
Provide visibility on OS patches updates, status, and version 
control to ensure nothing is amiss. 

Automate and Efficiently Rollout  
Patch Updates at your Convenience

Strategize Effectively and Efficiently
Create an effective and practical plan to roll out OS patches, taking 
into consideration your organization’s time, resources, and needs.

Eliminate Manual Work
Define and automate specific rollout schedules as needed for 
Windows, macOS and Linux (Ubuntu). Ability to quickly add/edit/
remove schedule entries.

Flexible Options
Customized actions or notification settings to all or targeted 
groups or enforce automatic updates.

JumpCloud Patch Management

Key Features

 – Patch Visibility Dashboard with 
fleet OS distribution and current 
OS release trains

 – Automatic macOS Updates policy 
to set and enforce automatic 
updates

 – Advanced Windows Updates  
policy with new controls for 
automatically installing and  
enforcing Windows updates

 – Automatic Linux Updates  
for major and/or rollup Ubuntu 
releases and the ability to  
defer them.

 – Centralized View of policy 
configuration and recommended 
settings



2© 2022 JumpCloud Inc. All rights reserved.

JumpCloud Patch Management

JumpCloud’s mission is to Make Work Happen® by providing people secure access to the resources they need to 

do their jobs. The JumpCloud Directory Platform gives IT, security operations, and DevOps a single, cloud-based 

solution to control and manage employee identities, their devices, and apply Zero Trust principles. JumpCloud has a 

global user base of more than 150,000 organizations, with nearly 5,000 customers including Cars.com, GoFundMe, 

Grab, ClassPass, Uplight, Beyond Finance, and Foursquare. JumpCloud® has raised over $350M and is backed by 

world-class investors including Sapphire Ventures, General Atlantic, and Whale Rock, among others.

Try JumpCloud Free

2© 2022 JumpCloud Inc. All rights reserved.

Strengthen your Device Security 
Posture at All Times

OS-Centric Protection 
Improve your devices’ security with the latest OS patches 
and/or software updates at all times, with minimal IT 
effort. Because old software is inherently less secure, 
timely updates to the OS minimizes potential system 
vulnerabilities due to outdated software. 

Streamline Reporting
Easy access to reporting to demonstrate compliance to 
common standards such as SOC 2, HIPAA, and NIST.

Contact Us
Interested to learn more? Contact your JumpCloud 
Account Executive or Customer Success Manager.

Easily view and manage all your Windows, macOS, and Linux patches 
updates, status, and version control.

Patch Management will live under the Policy Management section in the 
JumpCloud Admin Console.

https://jumpcloud.com/
https://console.jumpcloud.com/signup

